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O HAITPABJIEHUU NTHOOPMALIUAN

JlemapTamMeHT rocy1apcTBEHHOM MOJUTUKH B cpepe obmiero odbpazoBanuss MunoOpHayku Poccrn
HarpaBJsieT I CBeleHMs paspaboranHble Bpemennoit komuccueir CoBera denmeparuu mo
pa3BUTHIO HMH(OPMAIIIOHHOTO OO0IIEeCTBa METOJUWYECKHE PEKOMEHJAlMU O pa3MElIeHUU Ha
MH(OPMALIMOHHBIX CTEHJAaX, O(QUIHUANIBHBIX HHTEPHET-CaWTaXx M JAPYTruxX HHPOPMAIMOHHBIX
pecypcax 0011e00pa3oBaTENbHBIX OPraHU3alMi U OPraHOB, OCYIIECTBISIONIUX YIIPaBJICHUE B
chepe obpazoBanust, HHPOpPMAIUK O O€30MTACHOM MTOBEICHUH ¥ UCTTIOJIb30BaHUU ceTh "UHTepHeT".

Hupexrop [lenapramenTa
A.E.IIETPOB

[Tpunoxenue

METOJINYECKHAE PEKOMEHJIALIIN
O PASMEIIEHUN HA THOOPMALIMOHHBIX CTEHJIAX, O®PUIIUAJIBHBIX
UHTEPHET-CAMTAX M IPYTUX HTHOOPMAIIMOHHBIX PECYPCAX
OBIIEOBPA30OBATEJILHBIX OPTAHU3ALINI 1 OPTAHOB,
OCYIECTBJISIIOINAX
YHPABJEHUE B COEPE OFPA3OBAHMS, HTHOPOPMAIIMH O BE3OITACHOM
MOBEJEHNM Y NICIIOJIb30BAHUU CETH "MHTEPHET"

Okcnepramu W uineHamu Bpemennoit komuccun CoBera @Denepanii MO0 Pa3BUTHIO
MH(OPMaLMOHHOTO O0IIECTBA B paMKaX BBIMOTHEHHsI pEKOMEHIallui MapIaMEeHTCKUX CITyIIaHui
"AKTyaJIbHbIE BOTIPOCHI OOECTICUeHHsI O€30MMacHOCTH W Pa3BUTHA AETeH B MH(POPMAIMOHHOM
npoctpancTBe", kotopsie nporum B CoBete Denepannu 17 anpens 2017 r., Ob11u pa3paboTaHbl
METOJUYECKHE PEKOMEHJAIMN O pa3MEeUIeHMH Ha MHQPOPMAIMOHHBIX CTEHAAX, OQHUIIHATIbHBIX
MHTEPHET-CaTax U Jpyrux HHPOPMAIIMOHHBIX pecypcax 001eo0pa3zoBaTebHbIX OpraHu3auii u
OpraHOB, OCYIIECTBISIONIMX yIpaBieHHE B cepe oOpasoBaHus, nHGOpMAMK O OE30MacHOM
MOBEJICHUU U UCIOJIb30BaHuU ceTu "MHTepHer" (nanee - METOUYECKUE PEKOMEH IalluH ).

Mertoauueckie pEeKOMEHIAlMK HampaBleHbl HA KAueCTBEHHOE TIIOBBIICHHE  YPOBHS
UHPOPMALIMOHHON  JEATEIBbHOCTH  00IIe00pa3oBaTENbHBIX ~ OpPraHU3alliii W OpraHoB,
OCYIIECTBIISIONINX yIpaBlieHHe B chepe oOpazoBaHMs, B 4aCTH WHPOPMHUPOBAHUS yUAIIUXCS, UX
poauTenel (3aKOHHBIX MPEACTABUTENCH ) U MeIarornuecKuX pabOTHUKOB 00 OCHOBHBIX aCIIeKTax
nH(pOpMaIMOHHOM 06€30MMacCHOCTH.

Mertoanyeckre peKOMEHJAIMKM MO3BOJAT 00IIe00pa30BaTENIbHBIM OpPraHU3alUsIM U OpraHam,
OCYILECTBIISIIOLINM yTpaBlIeHUE B cepe 00pa3oBaHUs, aKTYaIU3UPOBATh YK€ HCIIONIb3yeMble U
pa3MeleHHble THPOPMALMOHHBIE MAaTEpUaIIbl, TAaK U MOATOTOBUThH UX B CIIy4ae UX OTCYTCTBUS C
Y4ETOM JIyYIINX IPAKTUK U PEKOMEHIAINH.

B pamkax MeToIMUYeCKUX pEKOMEHAALNN pacCMaTPUBAIOTCS CIIEAYIOIINE HHCTPYMEHTHI:
1. nH(bOpMaLIMOHHBIE CTEH/IBI;

2. opunmanbHBIe UHTEPHET-PECYPCHI;



3. cpencTBa MaccoBoU MHGOPMAIMH (IIKOJIBHBIE Ta3€Thl, EAArOrMYeCKUe U3IaHUsI U IPYTHE).
HNudopmanmoHHbIe CTEHIBI

Ha undopmainmoHHbIX cTeHIax B 001eo0pa3oBaTeNbHBIX OpraHU3alMsIX, PACMOJIOKEHHBIX B
doiie yupexaeHuii 1 B KaOMHETax, OCHAIIEHHBIX MEPCOHAIBHBIMU YCTPOICTBAMH AJIS BBIXO/A B
cetb "HHTepHeT", peKoMeHAyeTCs pa3MecTUTh HHGOPMAIIMOHHBIC IaMSITKH, COJIEpKallnue
OCHOBHBIE COBETHI 10 00eCTICUeHHIO HH(DOPMAITMOHHOM 0€30MMaCHOCTH yYaluXCsl.

B mpunoxkennn N 1 kK METOIWYECKUM PEKOMEHAALUSM TPEICTABICH oOpa3el] MaMsaTKH IS
pasMenieHus Ha MHOOPMALIMOHHBIX CTEHaX.

CpencrBa maccoBoii HHpopManuu

B cpenctBax maccoBoii nH(OpMaIK, OPUCHTUPOBAHHBIX HAa 00YyYarOMIUXCs, PEKOMEHIYeTCs B
TE4eHUE Y4eOHOTro rojia peryysipHo myOIMKOBaTh HH(POPMAITMOHHBIE MAaTepHAIIBI, TOCBSIICHHbIE
OTJENBbHBIM aCTeKTaM MH(POPMALMOHHON 0€30MacHOCTH, a TaKXKe pa3iIMyHble MaMATKH OOIIero
XapaxTepa.

B cpenctBax maccoBoit nH(pOpMaI, OpUEHTUPOBAHHBIX HA TIEarOTHYECKYI0 O0IIECTBEHHOCTD,
PEKOMEHAyEeTCSI B TCUCHHE KaJICHAAPHOTO TO/a PETYJSPHO IMyOIMKOBAaTh HWH(OPMAIIMOHHBIE
MaTepHalbl, IOCBSIIECHHBIE OTICIBHBIM aclekTaM WH(GOPMAIIMOHHONH 0e30MacHOCTH Kak
HECOBEPIICHHOJIETHUX, TaK M O00MEeo0pa3oBaTeIbHBIX OpraHW3aluid, a TakKe pa3TUdHbIC
MaMATKH, 0030pbl HOPMATHUBHO-TIPABOBOTO PEryJMPOBaHUS NaHHOW chepbl U WH(OpMAIUo o
aKTyaJbHBIX MEPOTIPUATHSIX U COOBITUSX B JAHHOU cdepe.

B xome npoBenenuss Eaunoro ypoka mo Ge3omacHoctH B cetu "HHTepHET" pexoMeHIyeTcs
00ecreynTh BBITYCK TEMaTHYECKOTO BBIMYCKa CPEICTBA MAacCOBOM MH(popManuu Ju00 cepuu
nyOnuKanui, cpear KOTOPhIX pacCMOTPETh OpPraHU30BaHHBIC MEPONPUATHUS I 00yUarOIIUXCA,
UX poauTeNel (3aKOHHBIX MPEICTaBUTENCH) U MeAarornueckoi 00IIeCTBEHHOCTH.

Oduunansubie MHTEpHET-PECypCHI

OO01meo0Opa3oBaTeIbHBIM OpPTaHU3AIMSIM PEKOMEHAYETCS Ha CBOMX O(duUIMaNbHBIX VHTEpHET-
pecypcax obecrieunTh (HyHKIMOHHPOBAHUE CAMOCTOSATEIHHOTO U CIICIIMATU3NPOBAHHOTO pa3iena
"UndopmannronHas 06e30MacHOCTh", B paMKaX KOTOPOTO TMPEIyCMOTPETh pa3MelICHHE
clenyroniei naopMaluu:

N | Paznen/moapaszaen ®dopmar ConeprkaHue MaTepuaIoB
MIpeICTaBICHUS
MaTepuasoB
1. | JlokanbHbIe Komnun Pazmematrorcss konuM JIOKYMEHTOB, T.€.
HOPMAaTUBHBIE AaKThl B | IOKYMEHTOB B | CKAHUPOBAaHHBIH  BapHaHT  JIOKyMEHTA,
chepe obecnieuenus | popmare *PDF | cooTBeTCTBYIOMUN TpeOOBaHUSM K
UH(POPMALIMOHHOM rapameTpaM CKaHMpoOBaHHUs. Paszmemarorcs
0€3011acCHOCTH JIOKYMEHTHI, perIaMeHTHPYIOIIHE
o0ydJaronmxcs OpraHU3aIMIo0 U padoTy C MEPCOHATBHBIMHU
JaHHBIMH,  IJIaHBl ~ MEPONPHUATHI 1O
obecreueHno nH(pOpMaITMOHHOM
0€30MmacHOCTH O0YYAIOIINXCS U JIPyTHE.




2. | HopmaruBHoe Komnun [lyOnukytoTcsi akTyalbHblE CBEICHUA O

peryaupoBaHue JIOKYMEHTOB B | pelicpalibHBIX M PETHOHAIBHBIX 3aKOHAX,
¢opmare *PDF | nucbmMax opraHoB BIaCTH U JIpyrHe

HOPMaTHBHO-IIPABOBEIC JIOKYMEHTBHI,

periaMeHTHpYoIIne oOecrieyeHue

uH(MOPMAIMOHHON 0e301MmacHOCTH

HECOBEPILICHHOJIETHHX. JlonmyckaeTcst

BMECTO KOMUU pa3MelaTh TMIEPCChUIKK Ha
COOTBETCTBYIOIIME JTOKYMEHThI Ha calTax
OpraHoOB IOCY/IapCTBEHHON BIIACTH.

3. | Ilemaroruueckum TexkcT Ha | PasMmemmarorcs METOINYECKHE
paboTHHKaM CTpaHMIIE caiiTa | PEKOMEHJIAIMH U YKa3bIBAETCs HH(POpMAIIHS

0 MEPOIPUATHAX, IIPOEKTaX U MpOorpaMmax,

KOHHH HaHpaBHeHHBIX Ha IIOBBIIIICHHUC

JOKYMEHTOB B

NHOMO MaHHOHHOﬁ I'PaMOTHOCTHU
tbopmare *PDF dop P

MeAarorndeckux paboTHUKOB.

4. | O6yuaromumcs Tekct Ha | Pasmemaercs wuHpOpManMOHHAs MaMsITKa
cTpanuIle caiita | (mpwioxenne N 2) W yKa3bIBaeTcs
uH(pOpMaLg 0 MEPOINPUATHIX, IPOEKTaX U
nmporpaMmax, HaIpaBJIEHHBIX Ha
MOBBILICHHE nH(pOpMallMOHHON
TPaMOTHOCTH O0YYarOIUXCSl.

5. | Pogutensam (3akoHHBIM | TekcT Ha | Pa3memaercs uHpOpManMOHHAs TaMsTKa
IIPEICTAaBUTEIISIM) cTpaHule caiita | (mpuioxxkenue N 3).
00y4JarImuxCcst

6. | Jlerckme  OezomacHbie | TekcT Ha | Pasmemaercs nHpopMmarnus 0
CanThI CTpaHUIIE CaiTa | pEKOMEHAYEMBIX K HCIOJb30BAHHUIO B

yueOHOM Tporiecce Oe30macHbIX —caiTax,
OaHHEpBI 0E30MaCHBIX JIETCKUX CAUTOB.

Opranam, OCyLIECTBISIOUIMM YIIpaBieHHe B cdepe oOpa3oBaHHs, PEKOMEHIYETCS Ha CBOMX
opuimanbHbix MHTepHeT-pecypcax obecrneunTh (YHKIMOHHUPOBAHHE CAMOCTOSITENIBHOTO U
crienManu3upoBaHHoro pasjaena "MHdopmanuonnas 0e30macHOCTh", B paMKax KOTOPOTO
MPEeyCMOTPETh pa3MelIeHHe cienytomei nupopmannu:

[Ipunoxenne N 1

MMAMSITKA
JIUIS1 OBYYAIOLIUXCSI OF HHO®OPMALIMOHHOI BE3ONACHOCTH JETEM

HEJIb351

1. Becem nmoapsaa cooOmiare CBOIO YacTHYIO HHpOpMaLuio (HacTosmue ums, pamunnio, TenedoH,
ajipec, HOMep IIKOJIBI, a TaKkxke (GoTorpaduu CBOH, CBOSH ceMbH U Ipy3ei);

2. OTKpBIBaTh BIOYKEHHBIE (haiiiIbl AJICKTPOHHOU MOYTHI, KOT/1a HE 3HACIIHh OTIIPABUTEIIS;

3. I'pyOuts, npuaupathcsi, OKa3bIBaTh JaBICHHUE - BECTH ce€0s1 HEBEXKIIMBO U arpecCUBHO;



4. He pacnopspkaiics JeHbraMu TBOEH ceMbH 0€3 paspelieHus CTapIliuX - BCETAa CIpaniuBai
poauTenen;

5. He Bcrpeuaiics ¢ IHTepHET-3HAKOMBIMU B pEalbHOM JKM3HU - IIOCOBETYMCS CO B3pOCIBIM,
KOTOPOMY JOBEPSCILb.

OCTOPOZKHO

1. He Bce mumyt mpasay. Yuraeus o cebe Henpasay B MHTepHeTe - coo0mu 00 3TOM CBOUM
POIMTEIISIM HIIH OTIEKyHaM;

2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, 0OMEHUBATHCS - IPOBEPH, HET JIM M10/IBOXA;
3. He3akonHoe KonrpoBaHue ¢aiinoB B IHTepHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCibIM O Tpo0sieMax B CETH - OHU BCET/1a TIOMOTYT;

5. Mcnionb3y#t HACTpOHKH O€301MaCHOCTH M MPUBATHOCTH, YTOOBI HE TIOTEPATHh CBOW aKKAyHTHI B
COILICETSAX U APYrHX MopTaax.

MOKHO

1. YBaxaii 1pyrux nojb30BaTese;

2. [Tonb3yenibest UHTEpHET-UCTOUYHUKOM - A€Jail CChUIKY Ha HEro;
3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6marhCs 3a TOMOIIBIO B3POCIBIM - POJAMTENN, ONMEKYHBI U aIMUHUCTPAIUs CAUTOB BCET/Ia
MIOMOTYT;

5. Ilpoiian obyuenue Ha caiite "CeTeBUYOK" U MOITYYH NACTIOPT U(PPOBOTo rpakaaHnHa!
[Tpunoxenue N 2

NHOOPMALNIMOHHASA ITAMATKA
JJIA OBYHAIOIUXCA 1JIA PASMEIINEHUA
HA O®PUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXJpIM roJIOM MOJIOACKH B HHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJIBHUKUA OHU M3 CaMbIX
aKTHBHBIX ITOJIb30BaTeneil Pynera. Mexny Tem, IOMUMO OTPOMHOIO KOJIMYECTBA BO3ZMOXKHOCTEH,
UHTEPHET HECET U MPoOIeMbl. DTa MaMATKa J0JKHA TOMOYb TeOe 0€30IaCHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmbproTepHblii BUPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTIMYMTEIbHOU
0COOEHHOCTBIO KOTOPOHl SIBIISICTCSI CIIOCOOHOCTh K pa3MHOXKEHHIO. B nomonmHeHHe K 3TOMYy,
BUPYCHI MOTYT MTOBPEAUTH WA OTHOCTHIO YHHUTOXHTD Bce (paiiiibl U JaHHBIE, TOAKOHTPOJIbHbIE
MOJIb30BATENI0, OT UMEHH KOTOPOT0 ObUIA 3alylleHa 3apaKeHHas IPorpaMMa, a TaKkKe MOBPEIUTh
WIN J1aXKe YHUYTOXUTH ONEPAMOHHYIO CUCTEMY CO BceMH (paiiimamu B 1eioM. B GonbIimHCTBE
CIIy4aeB PacIpOCTPaHSAIOTCS BUPYCHI 4YEPE3 HHTEPHET.

MeTopl 3aIUThI OT BPEAOHOCHBIX MPOTPAMM:

1. Mcionb3yii cOBpeMEHHBIE ONIEPALIMOHHBIE CHCTEMBL, UMEIOIINE CEPLE3HBII YPOBEHD 3aILIUTHI OT
BPEIOHOCHBIX IIPOTPaMM;



2. TlocrossHHO ycTaHaBnaWBaiW madTth (UU(POBBIE 3alIaTKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIMBAIOTCSA C IIETBI0 JOPAOOTKHU MPOTPaMMbl) U APyTHUe OOHOBIICHUS CBOSH OMEpaiHOHHOM
cuctembl. CkaumBail X TONbKO ¢ odummansHOro caiita paspadorunka OC. Ecnu cymiectByer
pPEXHM aBTOMATHYECKOTO OOHOBJICHHUS, BKIIFOUH €T0;

3. PaboTait Ha cBOeM KOMIBIOTEpPE MO MPaBaMH IMOJIb30BATENs, @ HE aJIMUHUCTpAaTOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM MHCTAUIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonb3yih aHTUBUPYCHBIE NPOTPaMMHBIC MPOAYKTHl H3BECTHBIX MPOM3BOJIUTENICH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb HpuU3HYECKHid JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIHII;

6. Vcnonp3yii BHENIHWE HOCUTETH HHPOPMAIHMH, Takue Kak (iemka, AUCK Wi (aidn u3
WHTEPHETA, TOJILKO U3 MPOBEPCHHBIX HCTOYHUKOB;

7. He oTkpbIBaii KOMIBbIOTEpHBIE (HaiNIbI, MONTyUYEHHBIC U3 HEHAJAEKHBIX MCTOYHUKOB. Jlaxke Te
(aiinel, KOTOpbIE PUCA TBOI 3HAKOMBIN. JIydIlle yTOUHU Y HEro, OTIPABIISUI JIU OH TeOe HX.

Cern WI-FI

Wi-Fi - aT0 He BUJ niepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIb Opena, mapka. Eme B 1991
rofly HHUJAEpNaHACKas KommaHus 3apeructpupoBana Openny "WECA", urto o6o3Hauano
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs kak "GecrpoBoiHas TOYHOCTH'.

Jlo Hamrero BpeMeHH jomuia Apyras abOpeBuarypa, KoTopas sSBISETCS TaKOHW K€ TEXHOJIOTHEH.
Oto abOpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JAHO C HAMEKOM Ha CTaHIAPT BBICIIEH
3ByKOBO# TexHukHu Hi-Fi, 4To B mepeBoje o3HavaeT "BHICOKAsi TOYHOCTH'.

Jla, OecmiaTHBI WMHTEPHET-AOCTYN B Kade, OTeIsIX M a’poroprax SBISETCA OTIWYHON
BO3MOXXHOCTBIO BBIX0/1a B UHTEpHET. HOo MHOTHE 3KCTIEpThI CUUTAIOT, UTO oOmenoctynabie Wi-Fi
CC€TU HC ABJIAIOTCA 6630HaCHBIMI/I.

Cogetsl 10 0e30macHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsX Wi-fi:

1. He mepenagaii cBoro muuHy0 nHpopmaruio yepes odmenocrymnubie Wi-Fi cetn. Pabortas B HuX,
JKeJaTeTbHO HE BBOAMTH MAPOIIH JIOCTYTIA, JIOTUHBI M KAKUE-TO HOMEPa,

2. Hcnone3yil W OOHOBISIH aHTUBUPYCHbIE NpOrpaMMbl M OpaHamayep. Tem caMbIM T
o0e3omacuiib ceds 0T 3aKaYKU BUPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanun Wi-Fi otkmoun ¢yrknuro "OO0mwmii qoctymn K (aitnam u mpuHTEpam".
JanHas QyHKIHS 3aKphITa 10 YMOTYaHHIO, OJTHAKO HEKOTOPHIE ITOJIb30BATENTN aKTUBUPYIOT €€ JIIS
ya00CTBa UCIIOIB30BaHM B paboTe Win y4eoe;

4. He ucnonw3yit nyommunsiii WI-FI s mepenaun nUYHBIX JaHHBIX, HAIPUMED Ui BBIXOJA B
COLIMAJIbHBIEC CETU UJIU B MJIEKTPOHHYIO I10YTY;

5. Ucnonb3yit Tonpko 3amuiieHHoe coeaunenue uepes HTTPS, a ue HTTP, T.e. mpu Habope BeO-
azpeca BBoau UMeHHO "https://";

6. B mo6unsaOM Tenedone orkimoun ¢ynkuuio "logkmouenne k Wi-Fi aBromatnuecku". He
JIOITyCKaif aBTOMaTHYECKOT0 MOJKII0YEHUs yCcTpoiicTBa K cetaM Wi-Fi 6e3 TBoero coryacusi.

ConuajbHble CeTH



CoruaibHbIe CETH aKTHBHO BXOJSAT B HAIly YXW3Hb, MHOTHE JIIOAW PAaOOTAIOT W JKUBYT TaM
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MWUTHAPI YEIOBEK, YTO SBISETCS OTHOU
CeIbMOM BCEX KHUTENEeH IMIaHeThl. MHOTHE MOJb30BaTeNH HE TMOHUMAIOT, YTO WH(OpMAIUS,
pa3MelieHHasi UMU B COITMAIBHBIX CETSIX, MOXKET OBITh HalJIeHa W UCIOIb30BaHA KEM YTOIHO, B
TOM YHUCJIC HE 0053aTeBHO ¢ OJIaTMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO OC30MACHOCTH B COHaJIbHBIX CCTAX:

1. Orpannub cUCOK Jpy3ed. Y TeOsS B APY3bAX HE JOHKHO OBITh CIIyJalHBIX M HE3HAKOMBIX
JIFOJICH;

2. 3ammmail cBOIO 4YacTHYIO kHM3Hb. He yka3piBail mapoisiu, TeneqoHBI, aapeca, IaTy TBOETrO
POXAEHUS U JAPYTYIO0 JIMYHYI0 HH(OpMaIuio. 3M0yMBIIIJICHHUKH MOTYT HCIOJB30BaTh Jaxe
UH(POPMALIKIO O TOM, KaK Tl M TBOM POJUTENH IUIAHUPYETE IPOBECTU KaHUKYJIBL;

3. 3amumiait CBOIO pEnyTaIHIo - IEPXKHU €€ B UNCTOTE U 3a7aBaii cebe BOMPOC: XOTEN ObI ThI, YTOOBI
JIpyTHe TMOJb30BaTed BHJACIH, 4YTO Thl 3arpyxaemb? Ilogymaid, mnpexae dYemM 4To-TO
OITy0JINKOBATh, HANIKCATh U 3aIPy3UTh;

4. Eciii Tl TOBOpULIb C JIIOJABMH, KOTOPBIX HE 3HACIlb, HE MCIOJB3YH CBOE pealbHOE MM U
JPYTYIO TUYHYIO HH)OPMAIIMU: UMSI, MECTO JKUTEJIbCTBA, MECTO Y4eObl U Ipoyee;

5. N3berait paszmenienus ¢ortorpaduiit B HTEpHETE, T THI M300pakeH HA MECTHOCTH, TIO
KOTOPOH MOXKHO OTPEACTUTh TBOE€ MECTOTIOIOKEHNUE;

6. Ilpu peructparmuu B COLMANTBHON CeTH HEOOXOAMMO HCIIONb30BaTh CIIOXKHBIC IapOJIH,
cocToAlIre u3 OyKB U (P U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. JIns conuaibHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOJAMMO UCITOJIH30BaTh Pa3HBIC MAPOJIH.
Torpaa ecnu Te0s B3IOMAIOT, TO 37I0YMBIIUIEHHUKH MOJTyYaT TOCTYI TOJIBKO K OTHOMY MECTY, a He
BO BCE cpa3y.

DJIeKTPOHHbBIE IeHbI'H

DJEeKTPOHHBIE IEHBIU - 3TO OYEHB YA00HBIN cITOCcO0 MiaTexen, 0THAKO CYIIECTBYIOT MOILICHHUKH,
KOTOPBIE XOTAT MOIYYUTh 3TH JACHBIU.

DONEeKTPOHHBbIE JEHbIM TMOSIBIJINCh COBCEM HEJaBHO M HMMEHHO H3-3a 3TOIO0 BO MHOIHMX
rocyAapcTBax 70 CUX MOpP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHHMPYIOT U O HHUX YX€ NPOIMCAHO B 3aKOHE, IJIe UX pa3ZelsioT Ha
HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHUMHBbIC. PazHuIla B TOM, 4YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspelaercss IMPOBOAUTH oOnepauuu 0e3 UACHTU(HUKAIMKU I0JIb30BaTeNsi, a B
HEaHOHMMHBIX UICHTH(UKAINS IOJIB30BATENS ABISETCA 0053aTENbHOM.

Tarxoke cieayer pa3in4arh MEKTPOHHBIC (hHATHBIC IEHBIH (PAaBHBI TOCYAaPCTBEHHBIM BaJIOTaM)
Y DJICKTPOHHBIE He(UaTHBIE ACHBIH (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30IAaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:

1. IlpuBsoku K cuery MOOWIBHBIN Tene@oH. DTO camblii yJOOHBIH M OBICTPBIA CITOCOO
BOCCTAHOBUTH JOCTYyIl K cdyery. [IpuBs3aHHBIN TenedoH TOMOXKET, eciu 3a0yaelib CBOU
MJIATEKHBIN MApOJIb WM 3aieIb HAa CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Ucnionb3yit ogHOpa3oBeie napoiu. [locne nepexoa Ha yCUIICHHYIO aBTOPU3aINIO TeOe yKe He
OyZeT yrpokaTh OMAaCHOCTh KPa)ky WJIM TIepexBaTa IJIaTeXHOTo MapoJs;



3. BriGepu cnoxHbIi mapodib. IlpecTynmHukam OyneT HE MPOCTO yraaarh CIOXKHBIA TMapoJb.
HanexxHble maponu - 3TO mapoiu, KOTOPhIE CoAepKaT He MEHee 8§ 3HAKOB U BKIIIOYAIOT B ceOs
CTPOYHBIE U TPOTUCHBIE OYKBHI, TU(PBI K HECKOJIBKO CUMBOJIOB, TAKHUE KaK 3HAK J0Juiapa, QyHTa,
BOCKJIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCIIIb.
JJIeKTPOHHAS MMOYTA

DJEeKTpOHHAsl TOYTa - 3TO TEXHOJOTUS M TPEAOCTABISEMBIC €0 YCIYTH IO MEPechUIKe U
NOJYYCHUIO 3JIEKTPOHHBIX COOOILIEHMI, KOTOpPBHIE PACHPENENAIOTCS B KOMIIBIOTEPHOH CeTH.
OObIYHO ~ DJIEKTPOHHBIM  TMOYTOBBIM  ANMK  BBIJISAMT — CJIENYIOIIMM  0Opa3oM:
UMs_TIONIb30BATEeSI(@UMsL_JOMeHa. Takke KpoMme IepeJadyd MpOCTOro TEeKCTa, HUMeeTcs
BO3MOXHOCTb IepeiaBaTh (panibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe ¢ ITCKTPOHHOM MTOYTOM:

1. Hamo BBIOpaTh NpaBUIIBHBIN IMOYTOBBIA CcepBUC. B MHTEpHETE €CTh OrPOMHBIM BBIOOD
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIIE TOBEPSATh TE€M, KOrO 3HACUIb U KTO MEPBbIA B
peuTHHre;

2. He yxka3piBaii B JWYHOM mouTe JUYHYO HHGMopmaruio. Hampumep, myurne BbIOpaTh
"My3bIKaNIbHBINA (haHaT@" uam "pok2013" Bmecto "Temal3";

3. Mcnonp3yil ABYX3TamHYIO0 aBTOPU3ALMI0. DTO KOTJa MOMHMO IMapoiisi HY)KHO BBOJUTH KOJ,
npucbUIaeMblil mo SMS;

4. Beibepu Cl0KHBIN Tapodib. JIJIs KaXI0TO MOYTOBOTO SIIMKA JOJIKEH OBITh CBOW HAaJICKHBIMH,
YCTOMYUBBIN K B3JIOMY MApOJIb;

5. Ecnm ectb BO3MOXKHOCTh HamucaTh CamMOMYy CBOM JIMYHBIM BOMNPOC, HCHOJB3YH ATy
BO3MO>KHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [lepBBIi [UIsl aCTHOW MEPENUCKH C agpecaTraMy,
KOTOPBIM ThI IOBEPSAECIIb. DTO 3JIEKTPOHHBINA alpec HE HAZ0 MCIIONb30BaTh IPU PETUCTPALIUU Ha
dbopyMmax u cailTax;

7. He oTkpbIBaii haidiiel M APYTHE BIOKECHHS B MUChMaX, 1aXKe €CJIM OHU MPUIILITH OT TBOUX JIPYy3EH.
Jlyunie yTOYHM y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailibl;

8. Ilocne okoHuaHUs pabOTHI HA MOYTOBOM CEPBHUCE IEpe] 3aKPhITHEM BKIIAJKUA C CAaTOM HE
3a0yap HaxaTh Ha "Beriitu".

KubepOymmuHT 1 BUPTyaIbHOE U3/1€BATEIIHCTBO

KuGepOymmuHr - mpecieqoBaHue COOOIIEHUSMH, COJCPKALIMMH OCKOPOJIEHHUS, arpeccHio,
3aIyTMBaHUe; XyJIUTaHCTBO; COLMAIbHOE OOWKOTHPOBAHUE C MOMOINBIO Pa3IMYHBIX MHTEPHET-
CEpPBHCOB.

OcCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYITUHTOM:

1. He 6pocaiics B 60ii. JIyumuii cmoco0: MOCOBETOBATHCS Kak ceOsi BECTH M, €CJTH HET TOT0, K KOMY
MOYKHO OOpaTHThCS, TO BHAYaJe YCIMOKOUTHCSA. ECIU Thl HauHEIIb OTBEYATh OCKOPOJICHUAMHU Ha
OCKOPOJICHUS, TO TOJIBKO €1le OOJIbINe Pa30XIKellb KOH(IIUKT;

2. Yrpasnsaii cBoel KubeppemnyTarmei;



3. AHOHMMHOCTbH B ceTu MHUMas. CyIIeCTBYIOT CIIOCOOBI BBIACHUTb, KTO CTOUT 3@ @aHOHUMHBIM
aKKayHTOM;

4. He crouT BecTH XyJTUTraHCKUIl 00pa3 BUpTyalbHOU Xu3HHU. IHTEpHET (DUKCHpYeT BCe TBOM
JIeMCTBUS M COXpAHACT UX. Y AATUTh UX OyJeT KpaifHe 3aTpyAHUTENBHO;

5. ColGrofiaii CBOIO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit emunHuuHbli HeraTuB. OJHOpa30Bble OCKOPOWUTENbHbIE COOOIICHHS JydYlle
UTHOpUpOoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJIbHOM CTa/lny;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSMH, B COITMATBHBIX CETIX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOIIEHUH C OMpeIeIeHHbIX apeCcoB;

8. Ecnu ThI cBUaeTenb kKuOepOysuimHra. TBOU NEHCTBUA: BBICTYIUTH HMPOTUB MpECe0BaTEN,
[I0Ka3aTh €MY, YTO €r0 JEHCTBHS OLEHUBAOTCS HETATUBHO, IIOAIEPKATh )KEPTBY, KOTOPOU HYKHA
NICHXOJIOTHYECKAs TIOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOIO NIOBEJICHUS B CETH.

MoOunabHbIi Tes1ed)oH

CoBpemenHble cMapTHOHBI U IJIAHIIETHI COAEPKaT B ce0e BIOJHE B3POCHbIA (YHKIMOHAT, U
TEIepp OHM MOTYT KOHKYPHUpPOBaTh CO CTALIMOHAPHBIMM KoMIblOTepaMu. OJHAKO, CPEICTB
3aIIUTHI AJIs TOJOOHBIX YCTPOMCTB IMOKa OYeHb Majio. TecTupoBaHUe v TOUCK YSI3BUMOCTEH B HUX
MPOUCXOUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To sxe camoe kacaeTcss 1 MOOUITBHBIX MPHIIOKCHH.

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl y)Ke MPAKTUYECKH JOTHAIM HACTOJIbHBIC aHAJIOTH, OJJHAKO
pacmuperure GyHKIMOHaIa BICUET 32 CO00M OOJBIITYIO CIOKHOCTh U MEHBIIYIO 3aIlIUIIEHHOCTb.

Jlaneko He Bce MNPOU3BOAUTENN BBIMYCKAIOT OOHOBJIEHMSI, 3aKpbIBAIOIIME KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOMX YCTPOMNCTB.

OcHOBHBIE COBETHI 151 0€301aCHOCTH MOOMIIBHOTO Telle(oHa:

Huyero He sBnsercss mno-HacTodleMy OecruiaTHbIM. bByap ocropokeH, Beap Korjga Tebe
npeiaraT OecryiaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHe-TO TUIaTHBIE YCIYTH;

Hymaii, npexxae ueM otnpaBuTh SMS, ¢oto umu Buaeo. Thl TOUHO 3HAEIb, IIe OHU OyIyT B
KOHEYHOM UTOre?

Heobxoammo 0OHOBIATE OMEPalMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcrionp3yii aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOHMIIBHBIX TENIE()OHOB;

He 3arpy>1<a171 MMPUIIOKCHUSA OT HCU3BCCTHOI'O HUCTOYHHUKA, BCAb OHH MOTYT COACPIKATH
BPCAOHOCHOC NPOIrpaMMHOC O6GCHG‘I€HI/IG;

[Toce Toro kKak ThI BBIMJCIIL C CaldTa, T/I€ BBOJIWJI JIMUHYIO MH(OpPMAIINIO, 32l B HACTPONKH
Opay3sepa u ynanu cookies;

[Iepuoanuecku npoBepsid, KaKUe IJIATHBIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBoii HOMep MOOWJIBHOTO TejedoHa TOJBKO JIFOASM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEpsiCIIb;

Bluetooth momkeH OBITH BBIKIIOYEH, KOTJa Thl UM HE mMojb3yemibes. He 3a0piBail mHOTIA
MPOBEPSTH 3TO.

Online urpsi



CoBpeMeHHbIE OHJIAH-UTPBI - ITO KPACOUYHBIE, 3aXBaThIBAIOIINE Pa3BieueHus, 00bEAUHSIONINE
COTHH THICSY YEJIOBEK IO BceMy MHpY. Mrpoku uccieayroT JaHHBIH UM MUp, OOIIAIOTCS APYT C
JPYTrOM, BBIIOJHSIOT 3a/1aHUs, CPAKAIOTCSA C MOHCTPAMH U TIOJYYalOT OMBIT. 32 YJOBOJIbCTBUE OHU
IUIATSAT: TIOKYMAIOT AUCK, OMJIAYUBAIOT A00OHEMEHT WM IPUOOPETAIOT KaKUEe-TO OMIIHH.

Bce atu cpenctBa uayt Ha mojanep)KaHUE U Pa3BUTHE UIPHI, a TaKKe Ha caMy O€30IacHOCTH:
COBEpIICHCTBYIOTCS CUCTEMbI aBTOPU3allMH, BBIMYCKAIOTCSI HOBbIE NaTud (LU(POBBIE 3arljIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX urpax CTouT omacaTtbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO Kpa>Xh TBOECTO
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30IIACHOCTH TBOCTO HUI'PpOBOI'0 aKKayHTa:

1. Ecnu apyroii urpok BeneT ceds MI0oXO0 WIHM co3AaeT TeOe HeMPUATHOCTH, 3a0JOKUPYH €ro B
CIIFICKE UTPOKOB;

2. Tloxanyiics agMHHHCTpaTOpaM HUIPhl Ha IUIOXO€ IOBEACHHME 3TOr0 UIPOKA, XKEJIATEIbHO
IPWIOKUTH KaKHE-TO 0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3siBaii tnunyto nHpopmaiuio B mpodaiisie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeouIIHATbHBIE TTATYU U MOJBL;

6. Vcnionb3yi CIIOKHBIE U Pa3HbIE MAPOJIH;

7. Jlasxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYATh aHTUBUpPYC. [Ioka ThI Urpaeiib, TBOM KOMIIBIOTED
MOTYT 3apa3uTh.

(€0379100705 00070 KpaXka JUYHBIX TaHHBIX

OOBIUHON KpaXked JeHer W JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YIWBHUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJIEHHUKN TEPEMECTUINCh B HHTEPHET, U MPOJOJDKAIOT
3aHUMATHCS "TFOOUMBIM" JEJIOM.

Tak mosBuiIacyr HOBasg yrpo3a: HHTCPHCT-MOIICHHNYCCTBA UJIN (bI/IH_II/IHF, rj1aBHasA OCJIb KOTOPOro
COCTOUT B TMOJyYeHHH KOH(QUACHIIMAIBHBIX JaHHBIX IOJIb30BaTelNCi - TOTMHOB W mapoiieii. Ha
aHTJIMICKOM si3bIKe phishing unTaercs kak ¢ummar (ot fishing - peiOHast mosmust, password -
MapoJib).

OcHoBHBIE COBETHI 10 00pbOE ¢ PUIUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI momo3peBaeiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUThH aIMHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnionw3yii Ge3omacHbie BEO-CalThl, B TOM YHCIIE, MHTEPHET-MAara3nHOB M ITOUCKOBBIX CHCTEM;

3. Hcnonb3yil crnoxkHble M pa3Hble mapoyid. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
37I0YMBIIIICHHUKH MTOJyYaT JOCTYI TOJIBKO K OTHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecom TeOsi B3JIOMalM, TO HEOOXOAMMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIC
n00aBJICHBI Y T€OS B IPY3bAX, O TOM, YTO T€Os B3JIOMaJIM W, BO3MOXKHO, OT TBOET0 UMEHHU OyAeT
pacchUIaThCsI ClIaM U CCHUTKH Ha (DUITMHTOBBIC CAUTHI;



5. YcranoBu HagexHbI maposb (PIN) Ha MoOMIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHe Mmapoiisi B Opaysepe;

7. He oTkpbIBaii haiiiiel M APYTHE BIOKECHHS B MUChMaX, 1K€ €CJIM OHU MPUIIUTH OT TBOUX JIPY3EH.
Jlyuiie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (aiiibl.

Hudposas penyranus

[MudpoBas pemyranmsi - 3TO HETaTUBHAs WU TO3WTHBHAs HHGOpMAIMs B CeTH O Teoe.
Komnpomerupyromas nHdopmaius, pa3MelieHHas B WHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU x)u3HH. "lludpoBas penyramus" - 3TO TBOM UMHIK, KOTOPBIA
dbopmupyetcs n3 HHGOpMaIuK O TeOe B MHTEPHETE.

TBoe MecTO >KHUTENbCTBA, yueObl, TBOC (PMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTH XapakTepa H
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHorue MOIPOCTKH JIETKOMBICICHHO OTHOCSTCS K TYOJUKalMK JUYHOW WH(GOpMAIMKA B
WHTepHeTe, He TOHUMasi BO3MOXHBIX MOCIIeACTBUH. ThI JaXke He CMOXKEIb J0TaaThCs O TOM, YTO
dboTorpadus, pazMeleHHas S JIeT Ha3aj, cTaja MPUYWHON OTKa3a MPUHATH Te0s Ha paboTy.

KommeHnTapuu, pa3menienue TBoux Gororpaduil u gpyrue JeicTBUsS MOTYT HE MCUE3HYTh JIaxe
II0CJIE TOTO, KaK Thl UX yJanuIlb. Thl HE 3HACIIb, KTO COXPAHUI 3TY UH(OPMAIIHIO, TIONaJIa JIK OHA
B ITOMCKOBBIE CHCTEMBI  COXPAaHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpPY’KarolIHe
JFOM, KOTOPbIE HAWAYT M YBUIAT 3T0. Hailtu nHpOpMannio MHOTO JIET CITyCTS CMOXKET JII000H -
KaK 13 100pBIX MOOYXKICHH, TaK U ¢ HAMEPEHHEM IIPUYUHHUTD Bpel. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3alTUTe ITU(POBOM peITyTaIUu:

1. Tlomymaii, mpekie 4eM 4To-TO IMyOJIMKOBATh M TIEpeiaBaTh y ceOsi B 0J0Te WK B COIIMATBHON
CeTH;

2. B mactpoiikax mpo¢uis YCTaHOBM OTpPaHUYECHHUS HA TPOCMOTP TBOETO MPO(HIS U €ro
COJIEP’KUMOT0, CAENIAal €ro TOJIBKO "Isl Ipy3en'”;

3. He pa3memiaii u He ykas3biBail mH(GOpMAIUIO, KOTOpas MOXET KOTO-THOO0 OCKOPOJIATH WIH
0o0MXaThb.

ABTOpCKOe NpaBo

CoBpeMeHHBIE IIKOJIBHHUKH - aKTUBHBIC ITOJIB30BaTENN UG POBOTO MpocTpaHcTBa. OTHAKO TATEKO
HE BCE 3HAIOT, 4YTO TIOJH30BAHWE MHOTHMMH BO3MOXHOCTSIMH [H(POBOro Mupa Tpedyer
cOOJTI0ICHHSI TIPAB HA MHTEIICKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTEIEKTyaldbHas COOCTBEHHOCTH" OTHOCHUTCS K  Pa3IUYHBIM  TBOPEHHSIM
YeJI0BEYECKOr0 YMa, HAaUMHasi ¢ HOBBIX M300PETEHHI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOAYKTHl M YCIYTdM, W 3aKaH4YMBass KHUTramu, ¢ororpadpusamu, KUHOPUIBMAMU H
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEIUIEKTyaJIbHyl0 COOCTBEHHOCTh Ha MPOW3BEACHUS HAYKH,
JUTEpaTypbl U MCKYyCCTBAa. ABTOPCKHE IpaBa BBICTYNMAIOT B KayeCTBE TapaHTUU TOTO, YTO
MHTEJJICKTYyaJIbHBIN/TBOPUECKUI TPYJl aBTOpa HE OyJeT HalpacHbIM, JAaCT €My CIpaBeIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOEro TPyAad, MOJYyYUTh U3BECTHOCTh U MpPU3HAHHUE.
HuxkTo 6e3 paspernieHns aBTopa He MOKET BOCIIPOM3BOANUTD €r0 MIPOU3BEIEHUE, PACIIPOCTPAHATD,



nyOJIMYHO JEMOHCTPUPOBATh, MNpOJaBaTh, HWMIIOPTUPOBATH, MyCcKaThb B IMPOKAT, IMTyOJIUYHO
UCTIOJIHAT, IOKA3bIBATH/UCIIOIHATH B AHpe WK pa3memiaTts B IHTepHeTe.

Hcnonp3oBanue "mupaTcKoro” mporpaMMHOro 00eCTIeYeHNsI MOKET PUBECTH K MHOTUM PHCKaM:
OT MOTEPH JTaHHBIX K TBOMM aKKayHTaM J0 OJIOKMPOBKH TBOETO YCTPOICTBA, Ille yCTAaHOBJICHA
HellerajabHas nporpaMMa. He crout Taxoke 3a0bIBaTh, 4TO CYLIECTBYIOT JIETAJIbHBIE M O€CIIIaTHbIE
IPOTrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O nopraJe

CereBHUOK.p( - TBOH INIaBHBIA COBETUYMK B CETH. 37€Ch Thl MOXKEIIb Y3HATh O OE30MAaCHOCTH B
CeTH TIOHATHBIM M JOCTYIHBIM SI3IKOM, a IPH BO3HUKHOBEHMH KPUTHUYECKOH CHTyaIlH
00paTUTHCS 32 COBETOM. A TaKKe MPUHATH yyacTHE B KOHKYpCax M CTaTh CaMbIM IU(PPOBBIM
rpaxaaHUHOM!

HAMSTKA IJI5I POAUTEJIEM OB UHO®OPMAIIMOHHOM BE3OITACHOCTH
NETEN

Omnpenenenne TepMuHa "uHGOPMAIIMOHHAS 0€30MACHOCTh AeTel" coaepkutcs B DenepaibHOM
3akoHe N 436-®3 "O 3ammre nereil oT WHGOPMAIMK, TPUYHHSIONIEH Bped MX 3J0POBBIO H
pa3BUTHIO", PETYIUPYIOIIMM OTHOILEHUS, CBSI3aHHBIC C 3AIIUTOW JeTe OoT uHopMaluy,
OPUUYUHAIOLIENH Bpea HMX 340poBbl0 M (Wiau) pa3BuTHio. CoOrjnacHO [aHHOMY 3aKOHY
"uHpopMalMOHHAs OE30MaCHOCTh JeTei" - 3TO COCTOSHME 3alMIIEHHOCTH, NPU KOTOPOM
OTCYTCTBYET PHUCK, CBSI3aHHBIM C NpPUYMHEHHEM HH(OpManueil Bpega UX 3740pPOBbIO M (MIIH)
(Gu3nuecKoMy, ICUXUUECKOMY, TYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanpaoro 3akona N 436-D3 undopmarueid, mpuauHSIONIEH BpeI 310POBBIO U (HITH)
Pa3BUTHIO JIETEH, SIBISETCS:

1. mapopmanus, 3anpemeHHas Uil paCupoCTpaHEeHUs Cpen JeTeH;

2. wuHpOpMaNHs, PaCIPOCTPAHCHHE KOTOPOM OrPAaHMYCHO Cpeau JeTel OmpeneseHHbIX
BO3PACTHBIX KaT€TOPHH.

3. K uadopmarnum, 3arpeneHHoi Juist pacripoCTpaHeHHsI CPEeIH IeTei, OTHOCUTCS:

4. uadopmanus, moOy>KIarolas 1eTeid K COBEPIICHUIO JEHCTBUM, MPEACTABISIIONINX YIPO3y UX
JKWU3HH ¥ (WJTK) 3I0POBBIO, B T.U. IPUYUHECHHUIO BPEIa CBOEMY 3JI0POBBIO, CAMOYOUICTBY;

5. crmocoOHOCTH BBI3BATh Y JETEH jKeJlaHUe yIOTPeOUTh HAPKOTHUECKUE CPEJICTBA, TICUXOTPOIHbIE
U (MJTM) OypMaHUBAIOIINE BEIIECTBA, TAOauHbIE U3EINNS, AIKOTOJIBHYIO M CIIUPTOCOACPIKALILYIO
MPOAYKLHIO, MUBO Y HAIUTKH, U3TOTABIMBAEMbIE HA €r0 OCHOBE; MPUHATH YYaCTHUE B a3aPTHBIX
UTpax, 3aHUMAaThCS MPOCTUTYIMEH, OPOIHKHUYECTBOM WIIH MONIPOIIAHUYECTBOM;

6. 000CHOBBIBAIOIIIAS MUIH OIPABIBIBAIONIAS TOTTYCTUMOCTh HACHINSA U (MJIH) )KECTOKOCTH JTHOO
o0y KIarmas OCYIIECTBIISITh HACHIBCTBCHHBIC JCWCTBUS 10 OTHOIICHUIO K JIIOISAM H
KHUBOTHBIM;

7. oTpuLaroLIas ceMeitHbIe IEHHOCTH U OPMUPYIOIIasi HEYBa)KEHUE K POIUTENSIM U (UITN) APYTUM
YJIeHaM CEMbHU;

8. ompaBabIBAOIIAS MPOTUBOIIPABHOE TTOBEACHUE;
9. comeprkarias HelleH3ypHYIO OpaHb;

10. coneprxamiast HHGOPMAIUIO TOPHOTPaPHUUECKOT0 XapaKTepa.



K undopmanuu, pacnpoctpaneHre KOTOPOH OrpaHHYEHO CPEAH JAeTeH OMpeeIeHHOTO BO3pacTa,
OTHOCHUTCSI:

1. unpopmanus, npencTapiasieMast B BUe H300paKEHHSI HITU OTMCAHUS )KECTOKOCTH, (PU3HUECKOTO
U (WIM) TICUXHUYECKOTO HACUJIHS, IPECTYIJICHNS WIIM HHOTO aHTHOOIIECTBEHHOTO JICHCTBUS;

2. BBI3BIBAIOLIAs y JETEN cTpax, y»Kac UM MaHUKY, B T.4. [Ipe/icTaBisieMasl B BU€ U300paskeHus
WIM OMHMCAHUS B YHUKAIOIIEH 4YeJIOBEYECKOE JTOCTOMHCTBO (hOpMe HEHACUIHCTBEHHONW CMEpPTH,
3a00IeBaHUsA, CaMOYyOMIICTBA, HECYACTHOTO Ciydyas, aBapuM WIM KartacTpodsl W (WiIHM) HX
TTOCJICICTBHIA,

3. mpeacTaBisgeMasi B BUAC U300paKCHUS WU OMUCAHUS TTOJIOBBIX OTHOIIEHUN MEXIY MYKIHHON
1 JKSHIITUHOM;

4. comeprkaiiiasi OpaHHBIE CII0BA U BBIPAXKEHMUSI, HE OTHOCSIIMECS K HELIEH3YPHOU OpaHHu.

C yuerom storo Bam mpeanaratorcsi mpaBuiia paboThl B ceTd VHTepHET A pa3iuyHbIX
BO3PACTHBIX KaTErOpHii, COONIONEHHE KOTOPBIX TO3BOJIUT OOECIeYUTh HH(OPMAIIMOHHYIO
0€30MacHOCTb BaIllUX AETEH.

OO6mue mpaBwiIa JUIsl pOAUTENCH

1. HezaBucumo ot Bo3pacta pebeHKa HCIONB3YyHTe MpOrpaMMHOE OOecriedeHne, MOMOTalomee
(GMIBTPOBaTh U KOHTPOIUPOBATH MH(POPMALIUIO, HO HE ToJaraiTech MoJHOCThIO HAa Hero. Bame
BHUMaHHE K PeOCHKY - TJIABHBIA METO/I 3aIUTHI.

2. Ecim Bam peGeHOK MMeeT akkayHT Ha OJHOM W3 coluanbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATEIHHO HU3YYHTE, KaKyIO WH()OPMAITHIO TTOMEIIAOT €ro
YYaCTHUKHU B CBOMX Mpomiisix 1 6yorax, BKiarovas ¢potorpaduu U BUIEO.

3. IIpoBephTe, C KakUMU APYTUMH CalTaMU CBsI3aH COIMAIBHBIN cepBHC Barero pebeHka.
Crpannuku Bamero peGenka mMoryT ObITh 0€30MacHBIMM, HO MOTYT M COJIEpXaTh CCBUIKH Ha
HE)KEJIaTEJIbHbIE M OllacHble CaWThl (HAaIpUMeEp, MOPHOCAWT, WJIM CalT, Ha KOTOPOM ApYT
yIOMHHAET HOMEp cOTOBOro Tenedona Bamero pebenka mnu Barm nomamnuii agpec)

4. IMoompsiiite Bamux nerei cooOmmaTk 000 BceM CTPAaHHOM WJTH OTTAIKUBAIOIIEM M HE CIIMIIIKOM
OCTPO pearupyiTe, KOra OHU ATO AENalT (M3-3a OMaceHus MOTePsATh N0CTyn K UHTepHeTYy netn
HE TOBOPAT POAUTEISIM O TIpo0iieMax, a TaKKe MOTYT HadaTh MCIOJIb30BaTh IHTepHET BHE AOMa
1 TIIKOJTBI ).

5. BynbTe B Kypce cereBoii xku3Hu Bamero pebenka. HTepecyiiTech, KTo UX Jpy3bsa B HTEpHET
TaK K€, KAK HHTEPECYETECh peallbHbIMU JPY3bsIMHU.

Bo3pact ot 7 10 8 Jer

B NnTepHeTe peOEHOK cTapaeTcsi MOCETUTH T€ HJIM MHBIE CANThI, 2 BO3MOHO U YaThl, pa3pelieHre
Ha MOCEIIEHUE KOTOPBIX OH He Moyyuusl Obl OoT pomuteneil. [loatomy poautensiMm ocoOEeHHO
MOJIe3HB OyAyT T€ OTYEThl, KOTOpbIE MPEIOCTABIAIOTCS MPOrpaMMaMU IO OTPaHUYEHUIO
ucnonbp3oBanus MHtepHeta, T.e. PonuTenbckuii KOHTPOJb WM TO, YTO BBl CMOXKETE YBHUJIETh BO
BpeMeHHBIX (aiimax. B pesynbTare, y pebenka He OyJeT OLIyIIEHHs, YTO 33 HUM BeIeTCA
MOCTOSIHHBIA KOHTPOJIb, OHAKO, POJUTEIN OYIyT MO-TPEeKHEMY 3HATh, KAKUE CANTHI MMOCEaeT
ux pedeHok. Jletn B TaHHOM Bo3pacTe 0071aJal0T CHIIBHBIM YyBCTBOM CEMbH, OHU JOBEPUUBHI U
HE COMHEBAIOTCS B aBTOopHTeTax. OHM JIOOAT UrpaTh B CETEBbIE UTPHI M IMyTEUIECTBOBATH IO
WHTepHeTy, UCTIOIB3Ys JIEKTPOHHYIO [IOUTY, 3aXOAUTh Ha CAUTHI M YaThbl, HE pEKOMEH/I0BaHHBIE
POIUTEISIMHU.



CoseTbl 0 Oe3omacHOCTH B cetr MHTEpHET /U1 nere 7 - 8 jer

1. CoznaiiTe cCIMCOK JOMAIIHUX MpaBWII MocenieHns HTepHeTa npu y4actuu aereil u tpelyiite
€ro BBIIIOJIHCHMUS.

2. TpeOyiite ot Bamero peberka co0t01eHIs] BpeMEHHBIX HOPM HaXO0KICHHS 32 KOMITBIOTEPOM.
[Toxaxute pebeHky, uto Brl HaOm0gaeTE 32 HUM HE MOTOMY 4TO Bam 3T0 X04eTcsi, a mOTOMY 4TO
Br1 OecriokonTech 0 ero 6€30macHOCTH U BCErJja TOTOBBI €My TIOMOYb.

3. KomnbroTep ¢ mogkimoueHrueM K MHTepHeTy JOIDKeH HaxXOJUThci B OOIIEH KOMHATe MoJ
IIPUCMOTPOM POJIUTEIEH.

4. Ucnionp3yiiTe crieHalIbHbIE IE€TCKUE MONCKOBBIC MAIIIMHBI.

5. Hcnonw3yiiTe cpencrtBa ONOKMPOBAaHUS HEXKETATEILHOTO KOHTEHTA KakK JOIMOJIHEHHE K
CTaHIApTHOMY PoIHTENBCKOMY KOHTPOJIIO.

6. Co3naiiTe ceMEHHBIN AICKTPOHHBIN SIIHUK, YTOOBI HE TIO3BOJIHUTH JETSIM UMETh COOCTBEHHBIC
azpeca.

7. bnoxkupyiTe I0CTYnn K caliTaM ¢ OCCIUIaTHBIMA TIOYTOBBIMH SIIMKAaMU C TTOMOIIBIO
COOTBETCTBYIOIIETO MPOrPaMMHOT0 00ECTIeUEHUSI.

8. IIpuyuute nerelr coBeroBaThcs ¢ Bamu mepen onmyOnmkoBaHHEM Kako-mu0o MHPOpMaLUU
CpeACTBaMU JICKTPOHHOH MOYTHI, YaTOB, PETUCTPALIMOHHBIX (POPM U TTPODHIIEH.

9. HayuuTte nereii He 3arpy’kath (aityibl, IpOrpaMMbl UM MY3bIKYy 0€3 Balllero COTJIacHsl.
10. He pazpemaiite geTsM HCIIOJIB30BaTh CIYKObI MTHOBEHHOT'O OOMEHa COOOIICHUSIMHU.

11. B "Genpiit" crincok caiToB, pa3peieHHBIX IS TOCEIICHHS, BHOCUTE TOJIBLKO CANTHI C XOPOIIIEH
pernyTaiuen.

12. He 3a0b1BaiiTe 6ecenoBarh ¢ 1eTbMH 00 UX Apy3bsix B IHTepHETE, KaK eciii Obl peyb Ijia O
JIPY3bsX B PEAIBHON KU3HH.

13. He nenaiite "tal0y" U3 BOIPOCOB MOJIOBOI KU3HU, TaK KaKk B MIHTepHETE NETH MOTYT JIETKO
HATKHYThCSI Ha IOPHOTPpaHIO UIH CalThI "1 B3pOCIBIX".

14. Ilpuyuute Bamero pebenka cooOmarh BaM O JIOOBIX yIpo3ax WM TPEBOTaX, CBA3AHHBIX C
NuTtepuerom. OcTaBaiiTech CIIOKOMHBIMA M HAIOMHHUTE JCTSIM, YTO OHU B O€30MaCHOCTH, €CIU
CaMM paccKas3ajiud BaM O CBOMX TpeBorax. IloxBamuTe MX W MOCOBETYWTE MOJOWTH €IlE pa3 B
MOJAOOHBIX CITydasx.

Bo3pact nereii ot 9 10 12 jert

B nanHom Bo3pacte neTH, Kak MpaBuilo, y>Ke HacJIbIIIaHbl O TOM, Kakasi MH(OpMalKs CyIIECTBYET
B UHTepuere. CoBepiieHHO HOPMAJIbHO, YTO OHU XOTST 3TO YBHJIETh, IPOYECTh, yCIabIIaTh. [Ipu
3TOM HY>KHO IIOMHUTb, YTO AOCTYII K HEXXeJaTeIbHBIM MaTepHraliaM MOXHO JIETKO 3a0JIOKHPOBATh
IIPU ITOMOIIH CpeAcTB PoauTenbckoro KOHTPOIISL.

CogeTbl 10 0€30acHOCTH Ui ieTeit ot 9 no 12 ner

1. Co3pmaiiTe CIUCOK JOMAIITHUX MPaBUII MocelnieHus IHTepHeT npy ydacTuu AeTeil u TpedyiTe
€ro BBIMOJTHEHHUS.

2. TpeOyiite ot Bamero pebenka coOII0IeHIS HOPM HAXOKICHHUS 32 KOMITBIOTEPOM.



3. Habmromaiite 3a peOCHKOM IpH paboTe 32 KOMITBIOTEPOM, IIOKAXKHUTE €My, 4TO Bbl OecriokonTech
0 ero 0e30MacHOCTH U BCET/Ia TOTOBBI 0Ka3aTh €My ITOMOIIIb.

4. KommproTep ¢ moAkioueHHeM B VHTepHET MOJKeH HaXOAWThCS B OOIIed KOMHATEe IO
IIPUCMOTPOM POJIUTEIEH.

5. Hcnonw3yiiTe cpencrtBa OJIOKMPOBAHHUS HEXKENATEILHOTO KOHTEHTAa KaK JIOMOJHEHHE K
CTaHAapTHOMY PoauTensckoMy KOHTPOJIIO.

6. He 3a0pIBaiiTe NpuHUMATh HEMOCPEICTBEHHOE YUacTHE B KHU3HHU peOeHKa, OeceJoBaTh C JIeTbMU
00 ux apy3bsix B MIHTEpHeTe.

7. HacrauBaiiTe, 9TOOBI I€TH HUKOTJA HE COTJAIAIIMCH HA JIMYHBIE BCTPEUU C JIPY3bSIMH IO
Nurtepuery.

. BOJISIUTE JETIM 3aXOOUTh TOJIBLKO H WUTBI U JIOT! ou TOPBLIN JaliTe BMECT
8. Ilo3Bo e Jie 3aXx0 0JIBKO Ha ca 3 "0etoro" cImcka, KOTo CO3J1aiiTe BMECTE
C HUMH.

9. IlpuyunTe nereld HUKOT/A HE BbIIABATh JUYHYIO HWH(OPMAIIMIO CPEACTBAMH 3JICKTPOHHOU
MOYTHI, YaTOB, CUCTEM MTHOBEHHOI0 0OMeHa COOOLIEHUSIMH, PETUCTPALUMOHHBIX (POPM, JTHUUHBIX
npoduiIei U Mpu perucTpaluy Ha KOHKYpchl B IHTEpHEeTE.

10. I[Ipuyunte neteit He 3arpyxarb nporpammsl 0e3 Bamiero paspemenus. O0bICHUTE UM, YTO
OHHU MOTYT CITy4aiHO 3aTpy3UTh BUPYCHI UJIH IPYTOe HEXENaTeIbHOE IMPOrpaMMHOe oOecrieueHue.

11. Coznaiite Bamemy peOeHKy OrpaHMYSHHYIO YUETHYIO 3alHMCh JJIs pabOThl HAa KOMIIBIOTEPE.

12. Ilpuyuute Bamero pebenka cooOmarh BaM O JIOOBIX yIpo3ax WM TPEBOTaX, CBI3AHHBIX C
WutepHerom. HamoMHUTE I€TSM, 9TO OHU B O€30MACHOCTH, €CIIM CAMU PAacCKa3ajii BaM O CBOMX
TPEBOTaX U OMACCHHUSIX.

13. Pacckaxkure netsim o nopHorpaguu B HTEpHETE.

14. HacrauBaiiTe Ha TOM, YTOOBI AETH MPEIOCTABIISIIN BaM JIOCTYN K CBOEH JIEKTPOHHOM TodTe,
4TOOBI BBl YOSAMINCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OObsicHUTE AETSAM, YTO HENb3sl UCIOJIB30BATH CETh UIA XYJIUTAHCTBA, PACIHPOCTPAHEHUS
CIUJIETEH WJIH yIPO3.



