ITamarka
JIJISI O0Oy4Jaomuxcs 00 nHPOPMAITMOHHON 0€30IIaCHOCTH AeTen

HEJIb34d

1. Bcem nmoapsa coo01aTh CBOIO YacTHYIO nHpopManuio (HacToAlIue MM,
damuiauio, tesaedoH, aapec, HOMep HIKOJIbI, a Takxke ¢ororpadum cBOMH,
CBO€U CEMBHU U JIPy3€i);

2. OTKpI)IBaTI) BJIOZKE€HHbDbIC (l)aﬁﬂbl Z-)JIeKTpOHHOﬁ II0YThI, KOrjga He 3Haecllb
OTIIpABUTE/IA;

3. FPY6I/ITI), nIpuanparbCid, OKa3biBaTh IaB/JICHHUE — BECTU ce0a HEBEKJIUBO U
arpecCuBHO;

4. He pacnopsizkaiica JeHbraMy TBO€M ceMbH 0e3 paspelieHUusl CTapuInux —
BCerja cIupairuBai poauTeJie;

5. He Bcrpeuaiica ¢ HHTEepHET-3HAKOMBIMH B PEaJbHOU KHU3HU —
IIOCOBETYHCS CO B3POCIBIM, KOTOPOMY /IOBEpsielb.

OCTOPOZKHO

1. He Bce nmunryt npasay. UYuraeusb o cede Henpasay B IHTepHeTe — cO00IIN
00 3TOM CBOMM POJUTEJIAM WU ONIEKyHaM;

2, [IpuriaamaroT nepenuchbIBaThCA, UTPaATh, 0OMEHUBATHCA — NMPOBEPb, HET
JIA IOZABOXA;

3. HezakonHoe konupoBanue ¢aivioB B IHTEpHETE — BOPOBCTBO;

4. Bcerma pacckaspiBail B3pPOCJABIM O IIPpo0JieMax B CceTH — OHH Bcerjga
TIIOMOTYT;

5. Acnosb3yi HACTPOWMKHU 0€30IMaCHOCTH U IPUBATHOCTH, YTOOBI HE IOTEPSATH
CBOHY AaKKAYHTBI B COIICETSAX U APYTUX MOPTAIAX.

MOZKHO

1. YBaxkai Ipyrux noJjib30Baresie;

2, IToas3yembesa UHTEPHET-UCTOYHUKOM — /I€JIail CChIJIKY HA HETO;
3. OTKpbIBali TOJBKO T€ CCBLIKHM, B KOTOPHIX YBEPEH;

4. Oﬁll.laTI)C}I 3a IIOMOIIbIO B3pOCJABIM — PpPOAUTE/IN, OII€EKYHbI H
aAAMUAHUCTpanua calToOB BCerga moMoryrT;

C KaxkapIM TOJZOM MOJIOJEKH B HWHTEPHETE CTAaHOBUTHCA OOJIbIlEe, a
IITKOJIBPHUKHY OIHU M3 CAMbIX aKTUBHBIX ITOJIb30oBaresied Pynera. Me:kay Tem,
IMOMHMO OrPOMHOIO KOJIMYECTBA BO3MOKHOCTE€H, HWHTEPHET HeceT U
npooJiemMbl. ITa MaAMATKA JOJI;KHA IMMOMOYb Tede 0e30MmacHO HAXOJAUTHCA B
CEeTH.

KomnbroTrepHbie BUPYCHI

KoMObIOTEPHBIN BHPYC — 3TO PAa3HOBHUHOCTh KOMIIBIOTEPHBIX IMPOrpaMM,
OTJIMYUTEJIBHONH OCOOEHHOCTHIO KOTOPOH HABJIAETCA CIOCOOHOCTh K
pPa3MHOKEeHUI0. B J0omo/IHEHHne K 3TOMY, BUPYCHI MOTYT IOBPEIUTH HJIH



MOJTHOCTHI0 YHHUYTOXKUTHh Bce ¢ailiibi W [JaHHbIE, IOJKOHTPOJIbHbIE
MMOJIB30BaTEJI0, OT HWMEHH KOTOpPOro ObLIa 3amylnieHa 3apask€éHHas
nporpaMmMa, a Tak:ke HMOBpPeIUTh WIH JaKe YHUUTOKUTHh OIlepPalluOHHYIO
cucremy co BcemMu @ailslaMu B I1eJIOM. B OOJBIIMHCTBE CJIydyaeB
PacIpoCTPaHAITCA BUPYChI Uepe3 HHTEPHeT.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IIPOrpaMM:

1. UHcmosb3yinh cOBpeMEHHBIE€ OIlepallUOHHbIE CHCTE€MbI, WMeEIoNue
CepbE3HBIN YPOBEHBD 3AIUTHI OT BPEAOHOCHBIX IIPOrpaMM;

2. IlocroaHHO ycraHaBauBad mnauytu (udpPoOBbIE 3aIIATKH, KOTOPbIE
aBTOMAaTUYECKH YCTAaHABJIUBAIOTCA C IEJbI0 JAOPa0OTKH NPOrpamMMbl) H
ApYyTrue OOHOBJIEHUA CBOEH ONEePAIMOHHOM cucTeMbl. CKAauMBau UX TOJBKO C
obunuasipbHOoro caira paspadorunka OC. Eciu cymecrByer pe:xum
AaBTOMATHYE€CKOT0 OOHOBJIEHU A, BKJIIOYH €r0;

3. PaGoraii Ha cBOeM KOMIBIOTEpPE IOJ IIpaBaMH IOJb30BaTessA, a HeE
aJMHUHHCTpATOpa. ITO HE MO3BOJIUT OOJIBIINHCTBY BPEJOHOCHBIX IPOTrPaMM
MHCTA/TUPOBATHCA HA TBOEM NEPCOHATBHOM KOMIIbIOTEPE;

4. UVicmosib3yii aHTUBUPYCHBIE IIPOTPaAaMMHBIE IPOAYKTHI W3BECTHBIX
NPOU3BOAUTEIElH, C ABTOMATHYECKUM OOHOBJIEHUEM 0a3;

5. OrpaHnuub pU3UUECKUH JOCTYII K KOMITBIOTEPY /I IOCTOPOHHUX JINIIL;

6. cnosib3yil BHEIITHUE HOCUTEIU HWH(POPMAIIUY, TAKHE Kak (pIelrka, TUCK
wid (a1 U3 THTEPHETA, TOJIBKO U3 MPO(PEePEHHBIX UCTOYHUKOB;

7. He OTKpbIBaii KOMObIOTEPHBbIE (DAHIbl, IOyYeHHbIE U3 HEHAEKHBIX
HCTOYHUKOB. /la:ke Te (¢aiyibl, KOTOPbIE MPUCIAJ TBOU 3HAKOMBIH. JIyunie
YTOYHHU y HETrO, OTIPABJISI JIU OH TE0E HX.

Cetun WI-FI

Wi-Fi — 3T0 He BH/J IIepeaavYy JaHHbIX, HE TEXHOJIOTHA, a BCEro JUIIb OpeHI,
mapka. Eme B 1991 roay HUAEPJAHACKAsA KOMIIAHHUSA 3aperucTpupoBaia
opena <«WECA», uro oGo3Hauayso ciaoBocoueraHue «Wireless Fidelity»,
KOTOPBIH MEPEBOAUTCA KaK «0eCIIPOBOAHAA TOYHOCTb> .

Jlo HalIero BpeMeHH JoIIIa Apyrasa aGopeBuaTrypa, KOTopas ABJISETCA TaAKOMI
JKe TexHoJioruein. Iro adopesuarypa «Wi-Fi». Takoe HazBaHue GbLJIO JAaHO C
HaMEKOM Ha CTaHAApT BbIcIni 3BykKoBOU TexHuku Hi-Fi, uro B mepeBojge
O3HAYaeT «BHICOKAA TOYHOCTbH>.

Jla, GecIiuiaTHBIM MHTEPHET-A0CTYI B Kade, OTe/IsIX U a3poIopTax ABJISAETC
OTJINYHON BO3MOKHOCTBIO BBIXOZa B HUHTEepHeT. HOo MHOrme 3sKCIepThI
CUHTAIOT, YTO 001eaocTyimHbie Wi-Fi ceTn He ABIAIOTCA 0€30MacCHBIMU.

CoBeTshI 0 6€30MMaCHOCTH PadoTe B 00IEeJOCTYIIHBIX ceTax Wi-fi:

1. He nepeaaBaii cBOIO INUHYIO HH(POPMAIIUIO Yepes oo1eaocrynmabie Wi-Fi
cetu. Paborasa B HUX, KeJIaTeJIbHO HE BBOJAUTH MapPOJIH OCTYya, JIOTUHBI U
KaKHe-TO HOMepa;

2. Ucnosib3yii 1 OGHOBJISIA AaHTUBUPYCHBIE MIPOrpaMMblI M Opanamayep. Tem
caMbIM ThI 00€30IaACHUIIIb CE0A OT 3aKAYKH BHPYCa HA TBOE YCTPOKCTBO;

3. IIpu ucnoaszoBanuu Wi-Fi orxiaoun @yHkmuio «O0mmi AOCTyNn K
daisiam u npuHTepam». [lanHaa PyHKIUA 3aKPhITA IO YMOJTYAHUIO, OHAKO



HEKOTOPbIE M0JIb30BaTEJH aKTUBUPYIOT €€ s yA00CTBA UCIIOJIb30BAHUS B
padore wiu yueoe;

4. He wucnouab3yii myoauuHbiii WI-FI s mepemaym JIMIHBIX JAaHHBIX,
HaIpuMep AJIA BbIX0/4a B COIIUAJIbHBIE CETU WIH B 3JIEKTPOHHYIO IIOYTY;

5. Imoap3yi TOJABKO 3ammuiieHHoe coeaxunHenue uepes HTTPS, a ue HTTP,
T.€. IIPU HAa0ope Bes-aapeca BBoau nMeHHO «https://»;

6. B moowibHOM TesiepoHe oTkiaoun pyHrmuw «Iloaxarwuenue k Wi-Fi
aBTOMaTnyecku». He gomyckaii aBTOMATHUYECKOTO  IOJAKJIIOUYEHUA
ycrpoiicTBa k cetaMm Wi-Fi 6e3 TBoero corsiacus.

ComuaJjibHbIE CeTUH

ConuaibHbIE CETH aKTUBHO BXOJAT B HAIILy ;KU3Hb, MHOTHE JIIOH Pa0OTAIOT
M KUBYT TaM IOCTOAHHO, a B Facebook y:ke 3aperucrpupoBan MuLInapi
YeJIOBEK, UTO ABJIAETCS OAHOM CeabMOM BCeEX KHUTeJIel IUIaHeTbl. MHorue
MOJIb30BaTeJI HE MOHUMAIOT, YTOo WH(oOpManusa, pasMelleHHAas HUMH B
COIMAJIBHBIX CETAX, MOKET ObITh Hali/leHa W HCIOJb30BaHAa K€M YIroJAHO, B
TOM YHCJI€ He 00A3aTeJIbHO ¢ 0JIaruMu HaMepPEeHUAMU.

OcHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIINAJIbHbBIX CEeTAX:

1. OrpaHUYb CIIMCOK JApy3ei. Y TeOA B APY3bAX HE JO/IZKHO ObITh CAYYaHBIX
1 HE3HAKOMBIX JIIOJIEH

2, 3amumiaii CBOI YaCTHYIO :KuU3Hb. He ykazsiBail mapoJid, Tese(OHBI,
aapeca, aary TBOEro POXKIAEHUSA W JAPYryl0 JHUYHYI0 UWHGOpMAIUIo.
3/I0yMBINIJIEHHUKA MOTYT MCIIOJIB30BaTh Jiaske HHPOPMAIUIO O TOM, KaK ThI
¥ TBOM POAUTEIH IIAHVPYETe MPOBECTU KAHUKYJIbI;

3. 3amuIman CBOIO PEenyTaluio — JePKH €€ B YUHCTOTE U 3ajaBa cede BOIPoC:
XOTeJI OBbI Thl, UTOOBI APYIrUe MOJIb30BaTEIN BUENHN, UTO ThI 3arpy:Kaelrb?
IMogymaii, mpesk/ae 4YeM YTO-TO OIIyOJIMKOBATh, HAIMICATH U 3aTPy3UTh;

4. Ecau TBI TOBOpPUIIB C JIIOAbMH, KOTOPBIX HE 3HAEIb, HE HUCIIOJb3YH CBOE
peajibHOE€ UMA U JPYTyI0 JUYHYI0 HHPOpMAIMU: UMA, MECTO KUTEJIbCTBA,
MECTO Y4€0bI U IIPOYEE;

5. N30erai pasmemienus ¢pororpaduii B UHTEpHETE, I/Ie Thl H300pakeH Ha
MECTHOCTH, II0 KOTOPO¥ MOZKHO OIIPEIEeJIUTh TBOE MECTOIIOI0KEHHE;

6. IIpu perucrpamui B COIIMAJIBHOU CETH HEOOXOJHMO HCIIOJIb30BaTh
CJIOZKHbBIE TIapPO0JIF, COCTOANIHUE U3 OYKB U (P U C KOTNUECTBOM 3HAKOB HE
MeHee 8;

7. JJA coOnmUaJIbHOH CeTH, MOoYThl M JAPYrHX CAWTOB HEOO0XOAUMO
HCIIOJIb30BaTh pas3Hble mnaposau. Torga ecaum TeOGsS B3JIOMAIOT, TO
3JIOYMBIIIVIECHHUKH IOJy4aT JAOCTYIl TOJBKO K OJJHOMY MECTy, a He BO BcCe

cpaay.
JJIEKTPOHHBbIE EeHbI'U

AJIEeKTPOHHBIE MEHbI'd — 3TO OUEHBb YOOHBIN CIIOCO0 ILIaTE:KeH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPbIE XOTAT IMOJIyYUTh 3TH ICHBI'H.

BJICKTI)OHHI)IG AC€HDbI' ITIOABUJINCH COBCEM HEJABHO H MMEHHO MN3-3a 3TOTO0 BO
MHOTHMX rocygapCcreax 10 CHMX ITIOp HE IIPOITNCAHO ITPO HUX B 3aKOHAaX.



B Poccuu :xe OHU PYHKIIMOHUPYIOT U O HUX yiKe IMPOMNCAHO B 3aKOHE, I'/1e UX
pas3eaAaoT HAa HECKOJIBKO BU/IOB — aHOHUMHbIE 1 HEe aHOHUMHBbIe. Pazuuna
B TOM, UTO AHOHHUMHBIE — 3TO T€, B KOTOPHIX pa3peniaercsa IMPOBOIUTH
onmepanuu 0e3 wWAeHTU(GUKAINUHN T[O0Jb30BaTeJd, a B HEAHOHUMHBIX
nAeHTH(PUKAINU IT0Ib30BaTe I ABJIAETCA 00A3aTEeIbHOM.

Tak:xke cJjeayer pasjuyaTh JJ€eKTPOHHbIEe @uaTHbIe JeHbru (pPaBHBI
roCyJapCTBEHHBIM BaJIIOTaM) U 3JJ€KTPOHHbIe HeduaTHbIEe JAeHbru (He
PaBHBI TOCYZapPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBeThI MO 0€30IaCHOM PpadoTe ¢ JHJIEKTPOHHBIMU
JE€HbIraMmu:

1. I[IpuBAKU K cueTy MOOWIBHBIN TeJIe(pOH. ITO caMbIi YIOOHBINA U ObICTPHIN
CII0CO0 BOCCTAaHOBUTH JOCTYN K cuery. IIpuBa3aHHbIN TejiedOH IMOMOIKET,
ecsid 3a0ydelrb CBOM ILIATE:KHBIA IIapoJib WJIH 3aijaenib Ha CcauT C
HE3HAKOMOTI0 YCTPOMCTBA;

2. HUcnoas3yii oaHopaszoBblie mapoJsu. Ilocie mepexoza Ha YCHJIEHHYIO
aBTOpU3AIMI0 Tebe Yy:xKe He OyJAeT Yrpo:KaThb ONACHOCTh Kpa:ku WIH
nepexsaTa IUVIaTe:KHOTI0 apoJis;

3. BoiOoepu ciaoxkHBIM napoJb. IlpecrymHuKaM OyJAeT He NMPOCTO yrajarth
CJIOKHBIN mapoJb. HazekHble mapoia — 3TO MapoJIiv, KOTOPbIE COAEP:KaT He
MeHee 8 3HAKOB U BKJIIOYAIOT B C€0A CTPOYHbBIE U MPOMUCHBIE OYKBBI, (P PHI
M HECKOJbKO CHMBOJIOB, TakKkue KakK 3HaK JgoJuiapa, @yHTa,
BOCKJIMIIATEJIbHBIA 3HAK U T.11. Hanmpumep, StRONng!;;

4. He BBOJAHM CBOHM JIMYHbBIC JaHHbIC HA CaﬁTaX, KOTOPBIM HE TO0BE€pACIIIb.
JJIEKTPOHHAA [MoYTa

AJIEKTPOHHAA IMOYTA — 3TO TEXHOJIOTHUS U IPEAOCTABJIAEMbIE €10 YCIYTH 10
NmepechblyIKE ¥ IMOJYUYEHHUIO 3JJIEKTPOHHBIX COOOINEHHUuM, KOTOpbIe
pacnpenessiioTcs B KOMIIBIOTEPHOU ceTH. OOBIYHO 3JIEKTPOHHBIN IMOYTOBBIH
ANAK BBIVIAAUT CJIEAYIONIIM 00pa3oM: UMs_I0JIb30BaTE/ISI@UMsI_JOMEHa.
Tak:xke KpoMe Iepegayd IMPOCTOTO TEKCTa, HWMeeTcsA BO3MOKHOCTH
nepeaasarhb paiibl.

OCHOBHBIE COBETHI 10 0E€30IIaACHOM PadoTe C 3JIEKTPOHHOM IMMOYTOM:

1. Hago BBIOpaTh NIpaBWJIBHBIN IIOYTOBBIN cepBHC. B uUHTEpHeTEe ecTh
OTPOMHBIN BBIOOP O€CIUIATHBIX IIOYTOBBIX CEPBHCOB, OJHAKO JIy4Ile
IOBEPATH TEM, KOTO 3HAENIb U KTO IIEPBbIN B pEUTHHTE;

2. He ykaspIBaii B IUYHOM MMOUYTE IMYHYIO HHPopmanuw. Hanpumep, gyuire
BBIOPATh «MY3bIKAJIbHBIN_(haHAT@>» UJIH «POK2013» BMecTO «TeMal3»;

3. Hcnmoab3yil ABYXITAIIHYI0 aBTOPU3ANUI0. ITO KOTrJAa IMOMHMO IapoJid
HY2KHO BBOJIUITH KOJI, IPpUChLIaeMbIid o SMS;

4. Be10epH cJ10KHBIN HaPOJIb. /[JIsl KaKA0T0 MOYTOBOTO ANUKA JO/I2KE€H ObITh
CBOU HAJIE:KHBIN, yCTONUYHUBBIA K B3JIOMY ITapOJIb;

5. Ecim ecTb BO3MO:KHOCTHh HAIIMCATh CAaMOMY CBOH JIMYHBIA BOIIPOC,
MICIIOJIB3YH 3TY BO3MOKHOCTb}

6. Hcroab3yili HECKOJIBKO IIOYTOBBIX ANMMUKOB. IlepBBIN M 4YaCTHOH
IEPENNCKU ¢ aJpecaTaMM, KOTOPBIM ThI JOBEpPAEIIb. ITO 3JIEKTPOHHBIA
ajapec He HAJA0 MCII0JIb30BaTh IIPU Perucrpanuu Ha ¢popyMax 1 caurax;



7. He oTkpbiBaii ¢aijbl U APyrue BJIOKEHUA B IMMHUCHhMAaX JaKe e€CJu OHHU
MPHUIIIA OT TBOUX JApy3ei. JIydile yTOUHH y HUX, OTIIPaBJIAJIH JIU OHU Tebe
3TH (hbaIbI;

8. ITocie OKOHUAHHA PaGOTHI HA IMOYTOBOM CEPBHCE Iepe] 3aKpbITHEM
BKJIAJIKH C CAUTOM He 3a0y/Ib Ha:KaTh Ha « BeIiiTu».

Kuo6epOoy/I/IMHT WIN BUPTyaJIbHOE U3/IeBaTeIbCTBO

KubGepOy/sIMHIT —  IpecjeJOoBaHUE COOOIIEHUSMH, COJAEPKAIUMHU
OCKOpPOJIEHUsI, arpeccuio, 3alyruBaHHe; XYJHTaHCTBO; COIHAJbHOE
0OMKOTHPOBAHHE C IOMOUIBIO PAa3IMYHBIX MHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KNOEPOY/LIMHIOM:

1. He Opocaiica B 60ii. JIyuniuii cmocod: mocoBeToBaThCA Kak ce0s BECTH W,
€CJIM HeT TOTO, K KOMY MO?KHO O0paTUThCA, TO BHAUYaJIe YCIIOKOUThcA. Ecau
Thl HAYHEIIb OTBEYaTh OCKOPOJEHUAMH HA OCKOPOJIEHH, TO TOJBKO €eIlle
0oJIbIIIE PA30:xKeNIb KOHQPJIUKT;

2. YopasJisai cBoell KuGeppenyranue;

3. AHOHHUMHOCTh B C€TH MHHMAaA. CymeCTByIOT CIIOCOOBI BBIACHHUTDb, KTO
CTOUT 3a AaHOHHUMHBIM AKKAaYHTOM;

4. He crouT BecTH XyJIMTAHCKUN 0O0pa3 BUPTYaJIbHOU :KU3HU. IHTEpHeT
¢pukcupyer Bce TBOM AEHUCTBUS U COXPAaHAET UX. YJAJIUTHh UX Oy/IeT KpalHe
3aTPYAHUTEIBHO;

5. Co0urrogai CBOM BUPTYAJIbHYIO Y€CTh CMOJIOLY;

6. HrHOpHpyili eAUHHYHBIN HeratusB. OaHOPa30BbIE OCKOPOUTEIbHBIE
COOOIIEeHUA JIydllle UTHOPUpPOoBaTh. OOBIYHO arpeccusi MpeKpanaercsa Ha
HaYaJIbHOMU CTAaUM;

7. Ban arpeccopa. B nmporpammax o6MeHa MTrHOBEHHBIMH COOOIIEHUAMU, B
COIMAJIBHBIX CETAX €CTh BO3MOKHOCTHh OJIOKMPOBKH OTIIPABKU COOOIIEHUH C
omnpejeJIeHHBIX aJIpecoB;

8. Eciu TBI cBUieTE b KHOEPOY/TMHTA. TBOM I€VICTBUA: BHICTYIIUTHh IPOTUB
npecjieioBaresifd, IOKa3aTh €My, UYTO €ero [JelCTBHA OIeHUBAIOTCH
HETaTUBHO, NOJJEP:KAaTh KEPTBY, KOTOPOM HY:KHA IICUXOJOTHYECKAsd
NOMOIIlb, COOOIIUTH B3POCIbIM O (haKTe arpecCUBHOTIO MOBeeHUA B CEeTH.

MoOouIbHBIN TeJ1e(hoH

CoBpeMeHHbIEe CMapT@(OHBI U IVIAHIIIETHI COJIEP:KAT B ce0e BIIOJIHE B3POCIbIHA
(PYHKIIMOHAJI, U TeNmepbh OHH MOTYT KOHKYPHUPOBaTh CO CTAIIMOHAPHBIMHU
KoMnbpOTepamu. OHAKO, CPEACTB 3aIUTHI 1A MOJOOHBIX YCTPOHCTB MOKa
oueHb MaJj10. TecTHpOBaHME U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK
HMHTEHCUBHO, Kak A IIK, To ke camMoe Kacaercds HU MOOHUJIBHBIX
NPUJIOKEHUH.

CoBpeMeHHBIE MOOWJIBbHBIE Opay3epbl YK€ TPaKTHUYECKH JOTHAIH
HACTOJIbHbIE AaHAJIOTH, OTHAKO pacmupeHe GyHKINOHAJIA BJIeUeT 3a CO00H
0OJIBIIIYIO CJIO?KHOCTh U MEHBIIIYIO 3AIIUIIEHHOCTD.

,ZlaJIeKO HE€ BC€ IIPpOHM3BOAUTE/IN BBIIIYCKAIOT 06HOBJIeHI/IH, 3aKpbIBalOIIiue
KPHUTHYECKHUEC YASBUMOCTH JId CBOUX YCTpOﬁCTB.



OcHOBHBIE COBETHI 1A 0€30MMaCHOCTH MOOUJIBHOTO TeJiedoHa:

1. Huuero He aBJ/igercAa IIO-HACTOAIIICMY OecIIaTHBIM. Byl[b OCTOPOXKECH, B€Ab
Koraga TEeOe npeaJjaararT OecCILIaTHBIN KOHTE€HT, B HECM MOIyYT OBITH CKPBITbI
KaKHe-TO IVIaTHbIE YCIIYIHU;

2. /lymaii, mpe:kae yem oraupaButh SMS, ¢hoTo uau Buzieo. Thl TOUHO 3HAENID,
/e OHU OyXyT B KOHEYHOM UTOTE?

3. Heo6x0a1M0 OOHOBJIATH OIIEPAIIMOHHYIO CUCTEMY TBOEro cMapT@oHa;
4. Ucrioib3yii aHTUBUPYCHBIE MIPOTPAMMOBI JIJIsI MOOHJIBHBIX TeJ1€(OHOB;

5. He 3arpymai71 IIPHJIOZKECHHUA OT HEU3BECCTHOI'O NCTOYHHUKA, B€Ab OHU MOIYT
CoZA€ePpKaATh BPEAOHOCHOEC ITPOrpaMMHO€E 06ecneqeﬂne;

6. ITocjie TOTO Kak ThI BBIN/AENIb C caiiTa, I/ie BBOJAWI JIUYHYIO HH(POPMAIIUIO,
3aiay B HACTPOUMKH Opay3sepa u yaaau cookies;

7. Hepnozmqecmzl l'lpOBep}Iﬁ KaKHe€ IlIaTHbI€ YCIYIrH aKTUBHPOBAHBbI Ha
TBOE€M HOMEPE;

8. JaBaii cBOI1 HOMEP MOOHUJIBHOIO TeJie(POHA TOJNBKO JIOAAM, KOTOPBIX ThI
3HaeIlIb U KOMY IOBepsellb;

9. Bluetooth go/:xeH OGbBITH BBIKJIIOUEH, KOTJIa Thl MM He IMOJIb3yembcs. He
3a0bIBall HHOT/IA IPOBEPATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI — 3TO KpPacOYHbIE, 3aXBaThIBAIOIIHE
pa3BjieueHusdA, OO0beJUHAIONINE COTHU THICAYU YeJOBEK IO BCEMY MHUPY.
HNrpoxu uccjieyroT JaHHBINA UM MUP, OOIIAIOTCH APYT € IPYTOM, BHITIOTHAIOT
3alaHu A, CPAKAIOTCA C MOHCTPAMH U NIOJIY4YaIOT ONBIT. 3a yA0BOJIbCTBUE OHU
IJIATAT: NOKYIIAIOT JUCK, OIIAYUBAIOT A00OHEMEHT WIH IPHO0PETAIOT KaKue-
TO OIIIIUH.

Bce 5TH cpeacTBa HAYT HA OAAePpKaHNEe 1 pa3BUTHE UTPHI, a TAKKe HA camMy
0€30MacHOCTh: COBEPIIEHCTBYIOTCA CHCTEMbI aBTOPHU3AIUV, BBIITYCKAIOTCS
HOBble mnaTtuu (mudpoBbie 3aIIaTKU AJisI IPOrpaMM), 3aKpPbIBAIOTCS
YA3BUMOCTHU CEPBEPOB.

B l'lO,IlOﬁHI)IX hUrpax cCcrourT ornacatbCA H€ CTOJBKO CBOHUX COII€pHHUKOB,
CKOJIBKO KpaKMl TBOCro I11iapoJjd, Ha KOTOpOM OCHOBaHa CHCTEMa
aBTOpHU3anunu OOJIBIIUHCTBA HUrp.

OcHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO HI'PpOBOro aKkKkayHTa:

1. Ecoin aApyroii urpok BeJeT ceds IUIOX0 WIH CO34aeT TeGe HENMPUATHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2, [To:xkaxyiicsa aAMHUHHCTPATOPaM UTPHI HA IUIOX0€ MMOBEIEHUE 3TOTO UTPOKA,
JKeJIaTeJIbHO MPIIOKUTHh KaKHe-TO JOKa3aTeJIbCTBA B BUJ€ CKPUHOB;

3. He ykasbpiBaii TnaHyI0 HHPOpMAIUIO B Ipodaiijie urpol;
4. YBaKau IPpyrux y4aCTHUKOB 110 UTPE;
5. He ycranaBimBaii HeoUIHaaIbHbIE IATYA U MOJABI;

6. cnmoab3y¥ CJI0KHBIE U Pa3HbIE MMapOoJId;



7. Jlaz;ke BO BpeMsi UTPbI HE CTOUT OTKJII0YATh aHTUBHUPYC. [loka ThI HTpaeuIsp,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OuIIUHT UJIU Kpaixa JINYHbIX JaHHbIX

OOBIYHON Kpaikeu JIeHeT U JOKYMEHTOB CETOJHA YK€ HUKOTO He YAUBUIIb,
HO C Pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3/IOYMBINLIEHHUKH ME€PEMECTUINCH
B MHTEPHET, ¥ NPOJ0JIKAIOT 3aHUMATHCA «JIIOOUMBIM» J€J10M.

Tak moABWJIaCh HOBas yrpo3a: MHTEPHET-MOIIEHHHUYECTBA WU (DUIIUHT,
TJIABHAA 1[€JIb KOTOPOT0 COCTOUT B MOJIyU€HUH KOH(PUAECHIINATBHBIX TAHHBIX
moJib30Barejied — JIOTHHOB W mapoJieri. Ha aHrimmiickomMm sasbike phishing
yurtaerca Kak ¢pumuHTr (ot fishing — pr1oHasA J10BJIsA, password — apoJinb).

OcHOBHBIE COBETHI IO 60PHOE ¢ (PUITHHTOM:

1. Ciaeau 3a cBouM akkayHTOM. Ecjiu ThI mO03peBaellb, YTO TBOA aHKeTa
ObLIa B3JIOMaHA, TO HEOOXOAUMO 3a0/IOKMPOBATh €€ U COOOIUTH
aJfMHUHHCTpaTOpaM pecypca 00 3TOM KaK MOKHO CKOpee;

2. Mcnosb3yil 6e3omnmacHbIie Be0-caiThl, B TOM YHUCJI€, MHTEPHET-Mara3uHoOB U
IIOHMCKOBBIX CCTEM;

3. Hcnoab3yii cja0:KHBbIE U pasHble mapoJu. Takum oOpazom, eciid Teos
B3JIOMAIOT, TO 3JIOYMbIIIJIECHHUKH IMOJIydaT JOCTYII TOJIBKO K OJHOMY TBOEMY
npo@duaIro B CeTH, a HE KO BCEM;

4. Ecoim T€0sA B3JIOMaN, TO HEOOXOAUMO TIIPEeAYyNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE I00aBJJIE€HBbI y TEOS B IPY3bAX, 0 TOM, UTO TE€O0 S B3IOMATTH
M, BO3MO3KHO, OT TBOEro MMEHHU OyJeT pacchLIaThCA CIIaM U CChLJIKH Ha
(pUITMHTOBBIE CAUTHI;

5. YctaHOBHU Hae:KHbIA Mapoyb (PIN) Ha MOOMIBHBIN Te1edOoH;
6. OTKJIIOUM cOXpaHeHUe IMapoJifa B Opay3epe;

7. He oTkpbIBaii ¢raiyibl M APyrue BJIOKEHHA B IMHUCHhMaxX Jake €CJId OHHU
NPHUILIA OT TBOUX JApy3ei. JIyuire yrouHu y HUX, OTIPaBJISUTA JIU OHHU TeOe
3TH (paiIbl.

IIndpoBasa penyrammua

IMudpoBasa penyranua — 3TO HeraTUBHAA WJiIN MO3UTUBHaA MHPoOpManua B
cetu 0 Te6e. Komnpomerupyronmaa nuangopmanusa pa3sMelieHHas B UHTEPHeTe
MOZKET Cepbe3HBIM O0OpPa30oM OTPA3UTHCA HA TBOEH PpeabHON KU3HHU.
«MudpoBasa pemyranus» — 3TO TBOM HUMHU/IXK, KOTOpPbIi (opmMupyercs us
uH@oOpMau O Ted0e B UHTEPHeETe.

TBoe MeCTO IKHUTEJbCTBA, Y4YeObl, TBOe (PHMHAHCOBOE IIOJIOKEHUE,
0CO0EHHOCTH XapaKTepa M pacCcKa3bl O OJIU3KHX — BCE 3TO HAKAILINBAETCA B
ceTH.

MHoOTrH€e MOJAPOCTKH JIETKOMBICJIEHHO OTHOCATCA K IYOJIMKAIIUH JTAYHOM
uHpopmanmuu B VIHTEepHeTe, HE MOHUMAasA BO3MOKHBIX MHocjaeacTBuUi. Thbl
asKe He CMOKeIIb J0TaJaThCsa 0 TOM, UTO poTrorpadusa, pasMenieHHaA 5 JIeT
Ha3aJl, CTaJIa IPUYUHOU OTKa3a MPUHATH Te0s HAa padoTy.

KommeHTapuu, pasmenieHue Teoux ¢ororpaduii u apyrue 1eiicTBUA MOTYT
He VICYE3HYTh JaxKe IMOCJIe TOT0, KaK Thl UX yAaJulllb. Thl HEe 3HAEIIb, KTO
cOXpaHWI 3Ty UH(OpPpMAIUIO, MOMNAJa JHU OHA B IMOMCKOBBIE CHCTEMBI U



COXpaHWJIACh JIU OHA, a IJIABHOE: UYTO MOAYMAIOT O Te0e OKpYy:Kalollee JII0IH,
KOTOpbI€ HAWUAYT U yBUAAT 3T0. HaiiTn mHpOpPMAIHUIO MHOTIO JIET CIIyCTS
CMO2KeT JIIO00OM — Kak HU3 JA00OPhIX MOOYXKJAEHUU, TAK M C HaMepeHUueM
NMPUYUHUTH BPEA. ITO MOKET OBITHh KTO YTOTHO.

OcHOBHBIE COBETHI 10 3anuTe MU(PPOBOM PEITYyTAIIH:

1. IToxymaii, mpe:xae ueM UYTO-TO IyOJIMKOBATh U MepeaaBaTh y ceoa B 0J1ore
WJIM B COITUAJIBHOM CeTH;

2. B Hacrpoinikax nmpodmwia yCTAHOBH OrPaHHYEHHUS HA IPOCMOTP TBOErO
NPO@P IS U €ro COAEPKUMOTO0, C/IE€JIal €ro TOJABKO «IJIA APy3eH»;

3. He pazmemaii 1 He ykasbiBaii HHPOpPMAaIUIO, KOTOPAsA MOKET KOr0o-JIn00
OCKOPOJIATHh WJIU O0OUKATh.

ABTOpCKOE IIPAaBO

CoBpeMeHHbIE IIKOJIBHUKH- AaKTHUBHBIE I0OJb30BaTeJau IU(POBOTO
npocrpaHcrBa. OHAKO JajIeKO He Bce 3HAKOT, UTO IMOJIb30BaAaHHE MHOTUMH
BO3MOKHOCTAMH HIU(PPOBOro mupa TpedyerT coOOJI0AeHudA IIpaB Ha
VHTE/UIEKTYaJIbHYI0 COOCTBEHHOCTbD.

TepMUH <«HUHTE/LUIEKTyaJbHasi COOCTBEHHOCTH» OTHOCHUTCA K Pa3/IMUHBIM
TBOPEHUAM YeJIOBEUECKOr0 yMa, HAYNHAA C HOBBIX U300peTEeHUN U 3HAKOB,
0003HAYAIOINX COOCTBEHHOCTh HA MPOJAYKTHI M YCJAYTH , 1 3aKaHYUBasA
KHUTaMH, dororpapuamu, KUHOGUIBMaMU " MY3bIKaJIbHBIMU
NPOU3BEAECHUAMU.

ABTOpCKHE IpaBa — 3TO IpaBa Ha WHTE/LUIEKTYAJIbHYI0 COOCTBEHHOCTHh Ha
NpOU3BEAECHUA HAYKH, JHATEpaTypbl M HCKyCcCTBa. ABTOPCKHE IIpaBa
BBICTYHIAIOT B KayecTBe rapaHTuu TOTO, 9TO
VHTE/IEKTYAJIbHBIN/TBOPUYECKUU TPY/l aBTOpPAa HE OyJeT HAalmpacHBIM, JAaCT
€My cIpaBeINBbI€ BO3MOKHOCTH 3apafoTaTh HA pe3y/IbTaTaX CBOETro TPyAa,
MOJIyYUTh U3BECTHOCTh U NMpu3HaHue. Hukro 6e3 paspenieHusa aBToOpa He
MO2KeT BOCIHPOU3BOJANTH €ro NPOU3BEJeHUE, PACIHPOCTPAHATH, IIyOIUUIHO
AE€MOHCTPUPOBATh, IPOJAABaTh, HUMIIOPTUPOBaTh, IIyCKAaTh B IIPOKAT,
MMyOJTUYHO UCIOJIHATH, MOKA3bIBATh/UCIIOJHATH B 3(pUpe WiIN pa3sMeNnaTth B
HNuaTepHere.

Ncnoan3oBaHue «IIHAPaTCKOro» I1mnmporpamMMHOTO o0ecrieyeHusa MOKeT
IIPUBECTA K MHOIHMM PpHCKaM: OT IIOTECPpHA JAaHHBIX K TBOMM AKKayHTaM 10
6JIOKI/Ip0BKI/I TBOETO yCTpOﬁCTBa, rae YCTaHOBJIeHHbIﬁ HE JerajibHasa
InmporpamMmmMma. He crout Takxke 3a6bIBaTI), gTOo CylieCcrByeT JieraJbHbI€ U
OecIIaTHbBIE IIporpaMMbl, KOTOPbIC€C MOZKHO HANTH B CETH.

Hudropmanuonnan 6e20nacHOCTDL
B ceTH HuaTepner
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